
Cyber and Information Warfare:  
The Next Battleground	



“Hard times create strong men. Strong men create good times. Good times create weak men. And, weak men create hard times.” 

                   ― G. Michael Hopf, Those Who Remain 

Enlightenment	 Discovery	 Contemplation	 Misuse	

				Man’s	discoveries,	and	penchants	for	violence	

“Dawn	of	Man”	Scene	from	2001	A	Space	Odyssey	



▪  Banning’s take: 

▪  Mankind can’t afford to struggle with cooperation 

and compassion 

▪  Science-based policy making must prevail 

▪  Urbanization will increase, widening demographic 

gaps 

▪  Increased population and climate change will 

present hardest tests 

▪  Alex’s Addendum 

▪  We are evolving away from violent death and kinetic conflict 

▪  We still exert force on each other, increasingly metaphysically 

▪  New ways of force projection are heavy in Cyber, Information Warfare 

▪  The world is exponentially increasingly network-connected 

▪  Information flows in ways none anticipated, and in dizzying volumes  

▪  We are currently  to new forms of warfare, and we’re working on how to mitigate threats 

				Thoughts	on	Banning’s	Presentation	-	Aug	2019	
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				Sophisticated	Weapons,	Declining	Violence	



				Cyberspace	Warfare	-	what	does	it	mean	to	you?	



				“Multidomain”	fighting	in	the	Information	Space	-	electronic,	cyber	



Cyber	Warfare	in	particular	is	a	race	to	decision	superiority,	which	can	only	
be	attained	through	fierce	multimodal	achievement	in	Intel,	engineering,	
operations,	and	development/operations	

				What’s	being	done,	tactically	



				What’s	being	done	-	strategically	



▪  Implementations	already	underway	to	
secure	new	investments	

▪  Must	retain	key	personnel	on	staff	to	help	
guide	cybersecurity	efforts	(Chief	Info	
Security	Officer)!		

▪  Know	your	touchpoints	in:	
▪  FBI	
▪  DHS	
▪  National	Guard	

▪  Participate	in	exercises	
▪  Consider	some	light	reading	

▪  Wired	NotPetya	Article	
▪  and	some	books	

				On	Cyber	War	-	thoughts	for	Corpus	Christi	specific	to	industry	

EP	SCADA,	Human	Machine	Interfaces,	highly	networked	
industrial	spaces	



				The	Internet	of	Things	-	a	hyperconnected	world	is	upon	us	



▪  What	can/should	I	do	to	
safeguard	myself?	
▪  Call	ISP,	ask	if	router	is	most	

current,	incl.	OS	
▪  Ask	yourself:	what	all	is	

connected	to	my	network?	
▪  Computers	
▪  Phones	
▪  Tablets	
▪  Game	systems	
▪  Printers	
▪  Appliances	
▪  Thermostats	
▪  Refrigerator	
▪  Washer/dryer	
▪  microwave	

				On	Cyber	War	-	personal	level,	understanding	your	“attack	surface”	



				Information	Warfare	–	Basic	Anatomy	of	Attack	

The American people should understand they are being targeted and 
manipulated by a deliberate, complex campaign meant to turn our 
differences into divisions. Russian GRU, FSB, SVR work systematically to 
exploit political and social distance, and to shape opinions through 
manipulation of information 

Some examples of activity in 2016 elections, which aggregate to a general campaign of interference 



There	is	no	“Civil	Defense”	equivalent	to	mitigate	IW	
effects	here	at	home!	
	
As	a	society,	we	must	consider	our	vulnerability	to	
adversaries	looking	to	exploit	American	open	society	
values	
	
Challenges	currently	manifested	in:	
▪  News	choices	
▪  SM	followings	
▪  Resistance	reading	for	objectivity	
▪  Fundamental	polarization	

▪  Urban	and	rural	needs	
▪  Conservative	vs.	liberal	politics	
▪  Tribalism	and	denigration	of	opposite	view	
▪  Incidence	of	hyper-availability	of	information	

				Information	War	-	on	the	homefront	-	what	can	I	do?	









▪  It’s	not	all	bad...in	fact,	things	are	getting	better	despite	how	it	may	seem!	
▪  Still,	we	must	find	new	ways	to	benefit	from	the	discoveries	we	make,	and	find	new	capacity	

to	cooperate!	

▪  Conflict	among	humans	is	age-old,	but	physical	violence	declines	
▪  this	brings	us	to	metaphysical	force,	especially	in	Cyber	
▪  nations	and	trans-national	actors	will	increasingly	use	Cyber	for	power	
▪  Information	Warfare	is	already	underway	
▪  natural	divisions	in	an	open	society	make	good	targets	
▪  combination	of	highly	complex,	networked	systems	and	divisive	social	settings	will	give	

great	opening	to	our	adversaries		

▪  What	we	ought	to	do	to	overcome:	

▪  CW:	Balance	government	interference/involvement	in	networked	technology	
▪  IW:	Insist	on	normalizing	information	by	trusted	sources	

▪  Why	some	of	these	matters	are	simply	difficult:	

▪  Cyber	defenses	are	costly,	difficult	to	manage	in	free	market	
▪  1st	Amendment	rights	are	prone	to	paradoxes	
▪  beneath	politics,	actual	social	inequality	persists	
▪  Our	adversaries	have	nothing	but	time,	and	the	US	is	the	world's	primary	target	

				Conclusion	


